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Abstract: This aim of this article to present the relationship between the security 
awareness and digital competency. The digital world as the achievement of the 
modern age is developed over the last two centuries because of the needs of a 
knowledge –based society. Since the electricity and the ability of the information 
carrying has discovered it started to apply more widely. The Internet and the 
World Wide Web are the networking side of this modern age achievements. A 
man of our times need to develop their digital competences, because more and 
more widely applied to a digital utilities with which the growing segment of 
society reach growth of digital goods day to day. The safety awareness as a form 
of behaviour not only important in the digital world but in the physical reality as 
well. Using physical security devices are evident for everyone. From another 
perspective how to use the digital world security tools are not so clear for 
everyone. It is possible to improve this type of behaviour with increasing the 
digital competence. 
Keywords: digital competence, digital literacy, security awareness, digital 
prosperity. 
1. Digital wealth
It is a fundamental expectation of the members of an information- or knowledge-based 
society that such a society should ensure them wealth. In this case, wealth means digital 
wealth, such as electronic commerce, banking, education or administration. However, it 
is the fundamental expectation of the society that its individual members access, use 
and prosper from digital wealth in order to improve their lives. Of course, all this 
should be achieved in a way that is safe for everyone. The individual is just as 
responsible for gaining access to the wealth ensured to them as the leadership of the 
society. Therefore, it cannot be said that the only responsibility of the State is to 
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increase the digital capacity of the public. All efforts of the government are in vain, if 
the individuals fail to do anything to achieve these goals, and to meet the aspirations of 
both the individual and the Government. 
1.1. Digital prosperity 
It is the individuals’ best interest to learn how to use those utilities which serve their 
welfare. Due to industrialisation in the 20th century, people gained access to tramway 
networks, piped drinking water, sewerage, gas and landline telephone networks. These 
utilities have greatly improved social comfort. And then, at the end of the 20th century, 
the Internet appeared, as the largest public information network. Over the last half 
century the explosion of information technology development has resulted in the spread 
of information systems. A growing number of people have encountered computer 
systems in their everyday lives. Some of them first met with information technology 
applications at work or during their studies in the 1980s, which later had a further effect 
on their lives. Some people only heard about the existence of such applications, but 
their lives were not affected directly by them. And then, in the 1990s, computers 
appeared in more and more workplaces, which meant that an increased number of 
people had direct contact with computer systems. The scope of education has also 
widened in this field. The previously mentioned emergence of the World Wide Web 
helped the spread of the Internet. Then the first smart phones became available at the 
beginning and in the middle of the 2000s, capable of internet access. Of course, this 
required the tremendous development of mobile phone service providers and cable TV 
operators. IT solutions became available in all areas of life, changing them completely. 
It has developed to such extent, that if IT systems fail to work for some reasons (power 
supply problem, hardware/software problem, transmission path problem, or deliberate 
injury), it could stop the normal course of life. The fact that IT is present everywhere 
means that our lives have become easier. We are able to make arrangements, do the 
shopping or banking, keep in touch with family and friends in a faster, cheaper and 
easier way by using the Internet. 
2. Generation gap 
As technology evolved, the different generations had to change and adapt as well. 
Today, the members of generations Y and Z are now called "digital natives". The 
presence of information technology is completely natural for them, as electricity and 
piped water for the members of generation X. Information technology, however, should 
not only make the lives of generations Y and Z easier, but also the lives of all 
generations, similarly to all the other utilities which make life more comfortable and of 
which all generations can take advantage. It is false to assume that now all children 
understand computers and cell phones. It is true at a certain level, but in most cases, 
they have no idea about security, and this can cause serious problems. Information 
technology or digital literacy is not an innate ability, but a skill that one must learn or 
acquire, since no one is born with the ability of using a spreadsheet or a word 
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processing program. Yet, the misconception about digital natives still persists. 
According to a survey carried out by the British Computer Society, only 52 percent of 
the employers think that their employees have the appropriate digital skills. [1] 
Research made in Germany and Austria shows that while many people consider 
themselves digitally literate, the tests revealed that many of them were unable to 
perform even the most basic operations.[1] It should be made clear that being able to 
use a Smartphone or to chat with friends on a social networking site is by no means the 
same as being digitally literate. It is a further problem that the concept of "digital 
literacy" is not defined; practically it can mean anything. A survey conducted by the 
Italian University, 42 percent of university students are not aware of the dangers of free 
Wi-Fi, 40 percent of them do not protect their phones by a pin-code, and 50 percent of 
them download anything to their computers without checking the source. The 
International Computer and Information Literacy Study (ICILS) conducted a survey 
among 60,000 young people, which showed that 17 percent of those participating in the 
survey failed to meet even the most basic requirements, and only 2 percent had a high 
level of knowledge necessary for conscious facility sharing.[1] 
2.1. Competence 
It is the complex system of knowledge, skills, abilities, qualities and attitudes which 
 enable 
 the holder to perform, 
 in different situations, 
 complex 
 and real-life tasks effectively 
 and efficiently.[2] 
2.2. Digital competence 
Digital competence means the use of electronic media in a confident and critical way 
for work, leisure and communication purposes. This competence is related to logical 
and critical thinking, high-level information management skills and advanced 
communication skills. The application of information and communication technology 
skills, at the most basic level, involve the research, assessment, storage, creation and 
transfer of the information of multimedia technology, as well as the ability of 
communicating via the Internet or networking.[3] 
2.3. Digital literacy 
Digital literacy means the combination of such awareness, attitudes and skills which 
allows the proper and safe use of digital instruments and institutions to identify, 
manage, integrate and evaluate digital resources, to produce new knowledge and media 
manifestations, as well as to communicate with others and reflect on this process. [4] 
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2.3.1 The importance of digital literacy 
  40.2 percent of the people above the age of 15, ~ 3 million people are not 
digitally competent in Hungary. 
  The other ~ 7 million people are not digitally competent either, because they 
do not use such digital contents which comply with the framework of digital 
literacy. 
  They are afraid of exploring the digital world; therefore they do not develop 
their digital skills. [5] 
3. Security awareness and digital competence 
In order to achieve that everyone would be able to use the available ICT technologies 
safely and efficiently, all layers of the society should have the adequate digital 
competence. Why is it important to have digital competence? Because it can be 
observed that the penetration of information technology, the Internet, mobile phones 
and smart phones is high and still increasing. In his article entitled “The significance of 
IT security awareness in Hungary in the field of data protection”, Sándor Magyar 
writes: "By now the digital way of life has become a routine. We live in an age where 
the number of mobile phone subscriptions exceeds the number of the country's 
population, and a significant and increasing proportion of those phones are smart 
phones. As the large majority of these phones store personal information and they can 
reveal an extremely great deal about the users’ preferences, the issue of data protection 
must have a priority. "[6] In addition to the relevance of the above statement, the 
security of devices must also be dealt with, as it is quite low compared to the usage and 
wide range of application. Especially considering the fact that the use of game 
applications, social networking sites and various "chat" programs is quite high on these 
devices. In contrast, e-learning, or the use of navigation systems is very low. The real 
problem is that the average user pays little attention to the security or secure use of the 
most widespread applications. Thus the vulnerability rate is very high. "In the area of 
security it is not enough to be sceptical. One must never trust in technology and 
administrative regulations alone. The presence of numerous solutions can be 
misleading, it cannot mean total security. The use of a firewall or a strong encryption, 
and the lack of wireless network in the system are not sufficient to ensure security." [6] 
3.1. The top 10 
The above statement is supported by the results of the examination of the ten most 
popular free mobile applications among the applications developed for the three most 
popular mobile operating systems.  
The iOS operating system was among the most popular free apps with 2 game 
applets, 2 chat applications, 2 community sites, 1 movie sharing, 1 music sharing and 1 
community video sharing application and only 1 educational application. It is 
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interesting that the first e-commerce application was only at the 25th place. Not a single 
security application occurred among the first hundred applications. [7] 
In case of the Android operating system, the situation is a bit better for the first ten 
applications, as besides 2 game applications, 3 community site and 2 chat applications, 
1 anti-virus application, 1 maintenance application and 1 public transport application 
could also be found. [8] 
Examining the users of the Windows operating system, among the free applications 1 
free community site, 1 news application, 1 weather application, 1 video player and 1 
book reader application, 1 online movie and 1 online radio application, 1 internet phone 
application, 1 birthday reminder application and 1 language learning application 
occurred. In the course of the survey, the software of the in-build application store was 
used. 
As it can be seen from the survey or the graph showing its results, community media 
connection and communication applications which are necessary for keeping contact 
can be found among the free applications used on all the three operating systems. Game 
applications, however, divide users. [9] Various utilities represent the two extremes and 
the transition between them, just as the use of online media applications. Finally, it can 
be seen that the occurrence of educational programs as well as maintenance and 
antivirus solutions is very low. The above statistics clearly shows that users prefer to 
use their smart phones for entertainment purposes rather than learning. 
 
Fig. 1. TOP 10 free applications for distribution (prepared by the authors) 
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The situation of security awareness in the use of security applications is rather 
distressing. "In many cases, users are not aware of the fact that in most cases free 
applications can be used free of charge because they collect certain data about the user 
(position, visited websites, contacts, etc.). They can make a profit by selling this 
information to third parties, while the user is unaware of this or accept the terms of use 
automatically without reading them."[10] 
"Downloads from unknown or unreliable sites can cause vulnerability or a threat. 
Programs should be downloaded only from those sites which can be trusted. If the 
private or corporate email client is synchronised with the mobile phone, one must 
beware of unsolicited mail and be aware of security issues when clicking on hyperlinks, 
as this can allow the installation of a malicious application."[10] 
3.2. Development of safety awareness 
In addition to digital competence, a great emphasis should be placed on digital security 
awareness, too. "We might succeed if we are able to make people feel the urge for a 
change. If they understand that security measures are meant to protect them and the 
Organization, and they are not just administrative regulations, in case of which non-
compliance would lead to punishment."[6] Those employees who in any way use 
information technology at their workplace, either as users or operators, should regularly 
attend training courses on security. The regularity of such training (provided it does not 
only exist on paper) is the company's "internal matter". However, nowadays no 
company can afford to risk its reputation by allowing any information security incident 
to occur due to the lack of security awareness. Therefore, regular training and its 
effectiveness is a strategic issue. If the users have the appropriate level of security 
awareness at their workplace, their security awareness at home or in the private sphere 
will also be higher. So, if someone as an adult shows a good example to their children, 
there is a good chance that their children will instinctively follow such an example. This 
also means that the effort made to increase the safety awareness of employees will not 
only increase the efficiency of the work of those employees, but also has a great 
influence of the security intelligence of the next generation. 
4. Suggestion 
The relationship between security awareness and digital competence can be clearly 
seen. As stated above, security awareness could be increased by strengthening digital 
competence, and vice versa. If people were more conscious in the field of security, their 
digital competence would also be higher. The question is, which way could these goals 
be achieved more efficiently.  People are rather reluctant to make sacrifice if the 
perceived benefits are low, as in the case of security. [11] Bad things will only happen 
to other people, they think, why then should they worry. But as it is known, the time, 
energy and money spent on security is not just for the sake of appearance. As it was 
difficult to make the use of the safety belt in transportation generally accepted (even 
though it is regulated by the law), widespread security awareness will also be difficult 
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to achieve.  The eradication of Illiteracy began in Hungary during the reign of Maria 
Theresa. After more than 200 years it still has not been completed. There have been a 
little more than 20 years to make digital literacy widespread, but the above figures 
suggest that it has not been achieved yet. In many schools, information technology is 
taught at a minimal level, as unfortunately teachers also lack the adequate digital 
competence that would be necessary to understand the digital world. What can be 
expected from students, when teachers are afraid of using the digital boards installed 
within the framework of a hundred million dollar investment, for fear of “spoiling them 
". The solution could probably be the launch of a national program that would address 
these deficiencies from different directions. Such measures taken from both directions 
would probably be effective and the final result could be achieved much sooner than 
one might think. 
5. Conclusions 
The article focused on the correlation between the security awareness and digital 
competency. The security awareness as a form of behaviour and the digital competence 
as an ability was presented. The study was showed some questions related to the 
security awareness and digital competency, how these two factors are impacts on each 
other. It is necessary to continue the analysing of those items. The result of the research 
shows a very strong effect between the skills and behaviours. The better security-
conscious behaviour cause higher digital competence for each person. The further 
questions are which methodology helps to improve those factors in an individual or 
social level. 
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